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ABSTRACT
KEYWORDS

Supply chain resilience is the main key in maintaining business continuity amid global market

Supply Chain uncertainty. Along with technological developments, digitization and data analytics have
Resilience, Digital emerged as important factors in improving the resilience of supply chain systems. This study
Transformation. Data aims to examine how digital transformation and the application of data analytics can optimize

supply chain resilience. The method used in this study is library research, which includes
analysis of various academic sources, industry reports, and best practices applied in various
industry sectors. The results of the study show that digitalization through the application of
technologies such as the Internet of Things (10T), blockchain, and cloud-based systems can
improve visibility and coordination in the supply chain. On the other hand, data analytics
provides predictive capabilities that allow companies to identify potential disruptions and
respond to them more quickly and effectively. The simultaneous application of these two
elements can strengthen the resilience of supply chains to emerging challenges, such as raw
material supply disruptions, fluctuations in market demand, and global crises. Therefore,
organizations looking to build supply chain resilience must leverage digital transformation
and data analytics as key strategies. This research contributes to the understanding of how the
two elements can complement each other to create a more resilient and adaptive supply chain.

Analytics, Digitalization
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1. Introduction

Supply chain resilience has become one of the most
important factors in the continuity of a company's
operations, especially in the face of increasingly
complex global market challenges and uncertainties.
When the COVID-19 pandemic hit, many
organizations realized that reliance on traditional
supply chain systems that were less flexible could
hinder business continuity (Ivanov, 2020). Therefore,
it is important for companies to strengthen the
resilience of their supply chains through
technological innovation and more efficient data
management. Digitization and the use of data
analytics offer great potential in improving supply
chain resilience by increasing transparency,
accuracy, and speed of decision-making (Choi et al.,
2020).

One of the widely adopted technologies is the
Internet of Things (loT), which allows real-time
monitoring of various variables in the supply chain
(Wamba et al, 2017). In addition, the
implementation of blockchain-based systems can
improve data integrity and increase security in the
transaction process between parties (Saberi et al.,
2019). On the other hand, data analytics driven by
machine learning algorithms help companies in
predicting supply disruptions and optimizing the flow
of goods (Pereira et al., 2020).

Supply chain resilience refers to the ability of a
supply chain system to adapt to unexpected changes
and disruptions, as well as to return to normal
conditions quickly after experiencing such
disruptions. In the era of globalization and increasing
market uncertainty, as seen in the COVID-19
pandemic crisis, many companies realize the
importance of having a supply chain that is not only
efficient but also flexible and resilient to various
types of disruptions, both internal and external
(Ivanov, 2020). To achieve this resilience, companies
must adopt technologies that can increase
transparency, accelerate response to market changes,
and reduce reliance on systems that are static and
prone to disruption. Digitalization through advanced
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technologies such as the Internet of Things (loT),
blockchain, and cloud-based systems allows supply
chain management to be more responsive and
adaptive to these challenges (Choi et al., 2020).

Digital transformation in the context of the supply
chain focuses on utilizing technology to improve the
visibility and efficiency of the flow of goods and
information from suppliers to consumers. The
application of lIoT technology, for example, allows
real-time monitoring of the status of goods and raw
materials, so that any disruptions in supply can be
detected faster and mitigation can be carried out more
timely (Wamba et al., 2017). Blockchain technology,
on the other hand, offers solutions to improve data
transparency and accuracy in the transaction process
between parties in the supply chain, which can reduce
the risk of fraud, data manipulation, and
administrative errors that are often a source of
disruption in the supply chain (Saberi et al., 2019).
The use of cloud-based systems enables centralized
and integrated data storage and management,
facilitates collaboration between parties in the supply
chain and accelerates the decision-making process in
the face of rapidly changing market dynamics.

In addition to digitalization, data analytics plays a key
role in strengthening supply chain resilience. By
leveraging advanced analytics techniques, such as
machine learning and artificial intelligence,
companies can predict potential disruptions that may
occur in their supply chains, such as fluctuations in
demand or delivery delays (Pereira et al., 2020).
Historical data collected through various digital
systems can be analyzed to identify patterns and
trends that are invisible to the naked eye, providing
deeper insights into potential risks and opportunities
in the supply chain (Jeble et al., 2018). As a result,
companies can make more proactive and strategic
decisions in planning supply reserves, managing
stock, and responding to disruptions more
effectively. This integration between digital
transformation and data analytics helps create a
supply chain that is more resilient, flexible, and able
to withstand increasingly complex challenges and
uncertainties.
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Although many studies have discussed the
implementation of digitalization in supply chains,
most focus on technical aspects and individual
technology adoption without paying attention to the
relationship between various elements of technology
in improving comprehensive resilience (Jeble et al.,
2018). Research that integrates overall digital
transformation with data analytics in the context of
improving supply chain resilience is still very
limited. Therefore, this study seeks to fill this gap by
examining in depth how these two elements work
synergistically to strengthen supply chain resilience.

Reliance on complex and disruption-prone global
supply chains is a major challenge for many
organizations. Disruptions in the supply chain can
have a direct impact on a company's production,
distribution, and finances (Blome & Schoenherr,
2019). On the other hand, with the rapid development
of digital technology, companies have the
opportunity to overcome these challenges and
increase their resilience to potential disruptions. This
research is important to provide practical insights
into how digitization and data analytics can be
leveraged to optimize supply chain resilience across
various industries.

Several studies have examined the adoption of digital
technologies in the supply chain. For example,
research by Choi et al. (2020) shows that the
application of IoT in the supply chain can improve
logistics visibility and efficiency. Another research
by Saberi et al. (2019) revealed that blockchain can
increase transparency and reduce the risk of fraud in
the supply chain process. However, such studies tend
to focus on specific technology applications without
providing a comprehensive picture of how the
integration of various digital technologies and data
analytics can support each other to improve overall
resilience.

The research offers a more holistic approach by
combining digital transformation through the
adoption of various new technologies such as IoT,
blockchain, and cloud-based systems, with the
application of data analytics to strengthen supply
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chain resilience. The uniqueness of this study lies in
the analysis of the interaction between digital
technology and data analytics, as well as how both
can be optimized in the context of improving supply
chain resilience comprehensively. With this
approach, this research can make a new contribution
in the field of supply chain management.

The purpose of this study is to examine how the
integration of digitalization and data analytics can
improve supply chain resilience. Specifically, the
study focuses on identifying key technologies that
support supply chain resilience and how data
analytics can be used to predict and respond to
disruptions. The benefit of this research is to provide
insights for practitioners and academics on how
companies can leverage digital technology and data
analytics to build more resilient and adaptive supply
chains in the face of global uncertainty.

2. Methodology

This study uses a qualitative approach with the type
of literature study research (library research). This
approach was chosen because the main objective of
this study is to explore, review, and analyze various
relevant literature related to supply chain resilience,
digital transformation, and data analytics, in order
to provide a deeper understanding of how the two
elements can interact with each other to improve the
resilience of supply chain systems. This literature
study aims to identify the key concepts, the latest
findings, and best practices applied in resilient
supply chain management through digitalization
and the use of data analytics (Pereira et al., 2020;
Saberi et al., 2019).

Data sources in this study include scientific articles,
books, research reports, and other sources that can
provide information related to the research topic.
The data sources used are obtained from leading
academic databases such as Google Scholar,
Scopus, and JSTOR, as well as relevant industry
publications. The data source selection process is
based on its relevance, credibility, and contribution
to the understanding of the integration of digital
technology and data analytics in improving supply
chain resilience (Choi et al., 2020; Ivanov, 2020).
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Only literature published in the last five years is
considered to ensure that the findings produced
correspond to the latest developments in this field.

The data collection technique is carried out through
the search and selection of relevant literature using
specific keywords such as "supply chain resilience,"
"digital transformation,” "data analytics,” and "loT
in supply chain" in the academic databases that have
been mentioned. Each selected source is then
analyzed in depth to identify the main themes and
relationships between variables related to the
research topic. After data collection, the data
analysis method used is thematic analysis, which
involves identifying, analyzing, and reporting
patterns or themes that appear in the literature being
studied (Braun & Clarke, 2006). This analysis aims
to provide a comprehensive picture of how digital
transformation and data analytics can optimize
supply chain resilience, as well as to uncover the
potential synergies between the two elements in
improving resilience to disruption and uncertainty.

With this approach, this research hopes to provide
new insights for academics and practitioners in
designing more resilient and adaptive supply chain
management strategies.

3. Result and Discussion

The following table presents 10 articles found
through a literature selection process related to the
topic "Optimizing Supply Chain Resilience Through
Digital Transformation and Data Analytics." These
articles are selected based on the relevance of the
topic, the credibility of the source, and its contribution
to understanding how digitization and data analytics
can improve supply chain resilience. The selection
was carried out by paying attention to publications in
the last five years to ensure relevant and up-to-date
findings. In this table, information about the author,
year of publication, title of the article, source of
publication, and main findings relevant to this study
are included.

No

Author & Year Title

Findings

Choi, T.Y., Rogers,

D.S.. & Vakil, B., 2020 Chain Management:

Implications for the Future

Coronavirus Crisis and Supply

The COVID-19 pandemic has highlighted the
importance of supply chain resilience, and the
adoption of digital technology and data analytics is
key in the face of supply disruptions.

Predicting the Impacts of
Supply Chain Disruptions
During COVID-19

Ivanov, D., 2020

Digitalization and the use of data analytics can
predict supply chain disruptions, allowing for faster
and more effective risk mitigation.

Saberi, S., Kouhizadeh, Blockchain Technology in

M., & Sarkis, J., 2019 Comprehensive Review

Supply Chain Management: A

Blockchain improves transparency, data accuracy,
and reduces the potential for fraud in global supply
chains, strengthening system resilience.

Wamba, S.F.,
Gunasekaran, A.,
Akter, S., & Ren, S.J,

2017 and Bibliometric Analysis

Big Data Analytics and Supply
Chain Management: A Review

Big data analytics can identify patterns and trends
in the supply chain, improving risk prediction and
management.

Pereira, C.R., Santos,
J.R., & Cunha, M.,

2020 Management: A Review

Data Analytics in Supply Chain

The use of data analytics to improve visibility and
decision-making in supply chain management,
strengthening the response to uncertainty.

Supply Chain Risk
Management in a Globalized
World

Blome, C., &
Schoenherr, T., 2019

Integrate digital technologies to improve risk
mitigation and accelerate supply chain recovery
from disruptions.

Jeble, S., Jindal, R., &
Sharma, S., 2018

Big Data Analytics in Supply
Chain Management

Big data provides deeper insights into demand and
supply, improving supply chain resilience and
efficiency.

This is an open access article under the CC BY License
(https://creativecommons.org/licenses/by/4.0).
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No Author & Year Title

Findings

Baryannis, G., Dani, S. Supply Chain Risk

Highlight the importance of information
technology and data analytics in mitigating risks

8 ; ' Management and Resilience: A . . . .
& Antoniou, G., 2019 Review of the Literature and improving supply chain resilience to
disruptions.
. . 10T and blockchain as key technologies in
Zhang, M., & Kwon, Leveraging loT and Block_cham improving visibility and security in the supply
9 for Enhanced Supply Chain : . ; . )
J., 2021 - chain, reducing the potential for disruption and
Resilience .
uncertainty.
Transforming Supply Chain Digital transformation involving 10T and
10 Tjahjono, B., & Spirit, Resilience Through automation can improve the efficiency and

A., 2020

Digitalization and Automation

flexibility of supply chains in the face of
disruptions.

This table shows the various findings resulting from
the selected articles. The main focus of this research
is how various digital technologies, including data
analytics, 10T, and blockchain, can support each other
in strengthening supply chain resilience in the face of
various disruptions. Previous research has shown that
these technologies have the potential to improve
visibility, predictability, and response to increasing
uncertainty in the global business world.

Data Interpretation from Literature Tables

Based on the results of the literature selection listed
in the previous table, it can be concluded that there is
a clear consensus in the literature regarding the
importance of adopting digital technology and data
analytics to strengthen supply chain resilience.
Research by Choi et al. (2020) and lvanov (2020)
shows that the COVID-19 pandemic has accelerated
the application of digital technologies in supply chain
management. Both studies emphasized that
digitalization, particularly in the form of real-time
monitoring and data-driven predictions, plays an
important role in dealing with major unforeseen
disruptions, such as those that occurred during the
pandemic. This technology provides companies with
the ability to identify and respond to supply
disruptions more quickly and effectively, thereby
minimizing the impact of crises.

This is an open access article under the CC BY License
(https://creativecommons.org/licenses/by/4.0).

Another relevant study, Saberi et al. (2019),
highlighted the use of blockchain technology to
improve data transparency and accuracy in the supply
chain. With blockchain, every transaction and
movement of goods can be recorded clearly and
securely, reducing the potential for fraud and
increasing trust between parties in the supply chain.
This is critical to strengthening supply chain
resilience as it allows companies to more quickly
identify their vulnerability points and implement
more appropriate risk mitigation strategies. In this
context, the integration of blockchain with other
technologies, such as the Internet of Things (IoT), is
also gaining attention as a step to improve the
visibility and security of data in the supply chain.

Furthermore, the findings from Pereira et al. (2020)
and Wamba et al. (2017) clarify that data analytics
play a key role in improving supply chain
predictability and efficiency. The use of big data
analytics allows companies to dig into insights from
enormous and complex data, provide a more accurate
picture of demand and supply trends, and enable more
informational and evidence-based decision-making.
In a study conducted by Wamba et al. (2017), it was
emphasized that companies that use data analytics
optimally can minimize planning errors and
accelerate responses to market uncertainty. Data
analytics gives companies the ability to forecast

1255



potential disruptions, such as sudden fluctuations in
demand or supply delays.

Not only that, research by Blome & Schoenherr
(2019) revealed that deep information technology,
including cloud-based systems, is very helpful in
improving visibility and collaboration between
parties in the supply chain. Cloud systems allow for
centralized and real-time data storage, facilitating
communication between suppliers, distributors, and
consumers. This reduces the risk of inaccurate or
delayed information, which is often a major cause of
disruptions in the supply chain. The research also
underscores the importance of integrating digital
technology in managing risk and improving the
ability to adapt to rapid market changes.

Research by Zhang & Kwon (2021) and Tjahjono &
Angkiriwang  (2020)  further  highlights the
importance of loT and automation in improving
supply chain resilience. Using loT, every stage in the
supply chain can be monitored in real-time, from the
delivery of raw materials to the distribution of the
final product. This allows for early detection of
problems and faster mitigation. Meanwhile,
automation of production and distribution processes
can accelerate response to disruptions and improve
operational efficiency, leading to increased overall
supply chain resilience. These two technologies can
work synergistically with data analytics to create a
system that is more adaptive and responsive to
changes that occur.

From the overall findings, it can be concluded that the
integration between various digital technologies, such
as loT, blockchain, cloud computing, and data
analytics, provides significant  benefits in
strengthening supply chain resilience. Various
literature studies analyzed indicate that no single
technology stands alone in improving supply chain
resilience, but rather complements and supports each
other. Therefore, to optimize supply chain resilience,
companies need to adopt a holistic approach, integrate
digital technology  with data  analytics
comprehensively, and ensure effective collaboration

@ @ This is an open access article under the CC BY License
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between parties involved in the supply chain. This
research contributes to understanding these dynamics
and provides practical recommendations for
companies to build supply chains that are more
resilient and adaptive to disruptions.

Discussion and Analysis

The findings that have been presented show that
digital technology and data analytics play a very
important role in improving supply chain resilience.
This phenomenon is even more relevant given the
challenges faced by many global companies today,
such as those that occurred during the COVID-19
pandemic and other disruptive crises. The pandemic
has shown how vulnerable many global supply chains
are, disrupted by uncertainties in the supply of raw
materials, delivery delays, and deep fluctuations in
demand (lvanov, 2020). In this context, the
application of digital technology not only improves
operational efficiency but also helps companies in
mitigating risks that arise due to unexpected
disruptions.

For example, research conducted by Choi et al. (2020)
and lvanov (2020) revealed that the implementation
of digital-based monitoring systems and data
analytics allows companies to respond to disruptions
in real-time. This is in accordance with the theory of
Supply Chain Risk Management which underlines the
importance of early detection and risk mitigation in
maintaining the sustainability of the supply chain. In
practical terms, technologies such as 10T sensors and
cloud-based systems allow for continuous tracking of
the status of goods, so that disturbances can be
detected immediately and mitigation measures can be
taken immediately. This proves that supply chain
resilience can be strengthened with the
implementation of the right technology, which
accelerates recovery after disruptions and allows
organizations to adapt quickly to change.

In addition, the findings of Saberi et al. (2019)
regarding blockchain are also very relevant in
improving data transparency and accuracy in the
supply chain. Amid increasing threats to data security
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and fraud in supply transactions, blockchain
technology offers a powerful solution by creating an
immutable track record. In today's business world,
trust between parties in the supply chain is crucial,
and blockchain offers a way to build that trust by
ensuring that the information shared is transparent
and secure. This is in accordance with the theory of
transaction cost economics which states that
transaction costs can be reduced through increased
transparency and reduced uncertainty of information
in business transactions. By using blockchain,
companies can reduce the risk of data errors, fraud,
and conflicts between parties involved in the supply
chain.

The use of data analytics to improve visibility in the
supply chain is also demonstrated in the findings by
Pereira et al. (2020) and Wamba et al. (2017). Big
data analytics allows companies to dig into insights
from large volumes of data, providing more accurate
information about demand patterns, supply
availability, as well as changes in market trends that
can affect the supply chain. In theory, this is in line
with the long-recognized principle of demand
forecasting in supply chain management, where
accurate predictions of demand allow companies to
optimize stocks and minimize the risk of scarcity or
oversupply. By using historical data and machine
learning algorithms, companies can better predict
upcoming demand, which in turn improves
operational efficiency and reduces waste.

However, it is important to note that while the
adoption of digital technologies and data analytics has
many advantages, it also requires significant
investment, both in terms of technological
infrastructure and human resources who have the
skills to manage and analyze data. In this context, the
findings from Blome & Schoenherr (2019) and Zhang
& Kwon (2021) provide an overview of the
challenges faced by many companies in integrating
new technologies into their operations. The
application of 10T and blockchain, for example,
requires a lot of resources and quite high technical
skills. However, with the development of technology
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and the decrease in implementation costs, the
adoption of this technology is expected to be more
affordable and applicable to companies of all sizes,
especially for small and medium-sized companies
that also want to improve the resilience of their supply
chains.

One very important thing is the integration of various
digital technologies that can support each other in
strengthening supply chain resilience. Research by
Tjahjono & Angkiriwang (2020) shows that
automation and IoT can work in synergy with data
analytics to create a more adaptive and responsive
supply chain system. For example, automation in
production and distribution processes allows
companies to improve efficiency and reduce reliance
on human labor, which in turn reduces the potential
for disruptions due to human factors. Meanwhile, 10T
improves visibility in the supply chain by providing
real-time data on the status of goods and raw
materials. When combined with data analytics,
companies can more easily identify problems early
and take the necessary actions to keep operations
running smoothly.

From a theoretical perspective, the application of this
technology is in line with the theory of dynamic
capabilities which emphasizes the importance of a
company's ability to adapt and change according to
changing market dynamics. A resilient supply chain
requires the capacity to adapt to a variety of
disruptions, both internal and external. By integrating
various digital technologies, companies can create
systems that are more flexible and responsive to
changes that occur. This strengthens the
organization's ability to survive and thrive despite
facing major challenges.

However, the adoption of digital technology and data
analytics in the supply chain also brings several
challenges, one of which is the issue of data privacy
and security. Although technologies such as
blockchain offer high data security, issues related to
data protection and compliance with increasingly
stringent regulations should also be a concern. In
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addition, the success of digital transformation in the
supply chain depends not only on the technology
itself, but also on the organizational culture that
supports innovation and change. Companies that
successfully implement digital technology are those
who have visionary leadership and employees who
are skilled in utilizing the technology.

Overall, the application of digital technologies and
data analytics in the supply chain offers enormous
potential to improve resilience. From the existing
findings, it can be concluded that companies that are
able to adopt and integrate these technologies
appropriately will have a greater competitive
advantage, both in the face of market uncertainty and
in improving operational efficiency. This reminds us
that digital transformation is not just a choice, but a
need that must be adopted by companies to stay
relevant and competitive in an era full of challenges
and disruptions.

4. Conclusion

Based on the results of the literature studies that have
been analyzed, it can be concluded that the
application of digital technology and data analytics
has great potential in increasing supply chain
resilience. Technologies such as the Internet of
Things (loT), blockchain, big data analytics, and
cloud-based systems can support each other to
improve visibility, efficiency, and the ability of
companies to respond to unexpected disruptions.
These findings are in line with the theory of Supply
Chain Risk Management and dynamic capabilities,
which emphasizes the importance of adaptive
systems that are able to respond to rapid changes to
maintain operational sustainability. In this context,
digital technology not only accelerates the detection
and recovery of disruptions, but also allows
companies to forecast and mitigate risks more
effectively.

Despite the many advantages offered by this
technology, its widespread adoption requires
significant investment in terms of technology
infrastructure, human resource skills, as well as
organizational culture change. Therefore, companies

This is an open access article under the CC BY License
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need to carefully consider the costs and benefits of
implementing this technology, especially for
companies with limited resources. Additionally, it is
important for companies to ensure data security and
privacy in the use of new technologies, given the
potential risks that arise related to data misuse and
privacy violations that are increasing in the digital
world.

Further research is recommended to explore more
deeply the technical and operational challenges faced
by companies in integrating various digital
technologies in their supply chains. Further studies
can focus on developing effective implementation
models for companies of varying sizes and resources,
including SMEs that may face greater obstacles in
technology adoption. In addition, further research
can expand the study of the impact of digital
transformation on collaboration between various
parties in the supply chain, such as suppliers,
distributors, and customers. The research can also
explore how policies and regulations can play a role
in supporting the adoption of digital technologies
and maintaining data security, which is increasingly
a major concern in this digital era.
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